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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF TEXAS

HOUSTON DIVISION
JAMES STRACKA, §
§
Plaintiff §
§ CIVIL ACTION
V. § NO. H-04-2450
§
INTERNATIONAL BUSINESS § Jury
MACHINES CORPORATION, §
§
Defendant §
\' §
§
JAMES STRACKA AND LEIF §
SVALGAARD, §
§
Counterclaim-Defendants. §

RESPONSE OF JAMES STRACKA AND LEIF SVALGAARD TO
IBM’S MOTION TO STRIKE THE EXPERT REPORT OF
DAVID NIMMER
To the Honorable Kenneth M. Hoyt:
James Stracka and Leif Svalgaard respond to IBM’s Motion to Strike the Expert
Report of David Nimmer.

INTRODUCTION

IBM’s Motion substantially ignores both the applicable facts and the controlling
law, and it conceals the fact that IBM’s designated experts express opinions conceptually
identical to (but different in conclusion from) those of Professor Nimmer.

The controlling law is contained in Rules 702 and 704(a) of the Federal Rules of

Evidence, which read:
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Rule 702. Testimony by Experts — If scientific, technical,
or other specialized knowledge will assist the trier of fact to
understand the evidence or to determine a fact in issue, a
witness qualified as an expert by knowledge, skill,
experience, training, or education, may testify thereto in the
form of an opinion or otherwise.

Rule 704. Opinion on Ultimate Issue — (a) Except as
provided in subdivision (b), testimony in the form of an
opinion or inference otherwise admissible is not

objectionable because it embraces an ultimate issue to be
decided by the trier of fact.

Judge Weinstein enunciates the controlling rule as follows:
In some circumstances, opinion testimony that arguably
states a legal conclusion is helpful to the jury, and thus,
admissible.... For example, the testimony may be helpful if
the case involves a specialized industry....
Weinstein’s Federal Evidence § 704.04[2][a] (2d ed. 2001).
As the Advisory Committee Notes to Rule 702 make clear, the ultimate test is

whether the “untrained layman would be qualified to determine intelligently and to the

best possible degree the particular issue without having a specialized understanding of the

subject involved in the dispute”. (Emphasis added)

An important “particular issue” is: To what extent may a scholar, inventor or
other interested person disassemble, reverse engineer, and otherwise use his own
ingenuity, energy and intelligence to understand the function and underlying ideas of
copyrighted computer software, and then use that knowledge to create a competing
product that is not a copy of that software. Svalgaard and Stracka assert that all of their
activities clearly fall on the “legally permissible” side of the dividing line. IBM argues to
the contrary. This is not the type of issue with which the ordinary layman (even one who

is computer literate) has extensive experience. The answer to the “particular issue”
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depends on the law, an understanding of the relevant technology, the contractual
relationship (if any) between the parties, perhaps to some degree upon custom and
practice, and upon the doctrine of “fair use.”

In addition, Professor Nimmer’s report and testimony are directly relevant and
proper as a response to IBM’s claims that Stracka and Svalgaard knowingly infringed
IBM’s copyrights and violated the Digital Millennium Copyright Act. Professor Nimmer
is a professor of law at UCLA and is the co-author of Nimmer on Copyright, which for
many years has been widely recognized as the leading treatise on copyright law in this
country. Professor Nimmer’s report not only shows that IBM’s claims are ill-founded,
but it completely undermines IBM’s claim that Stracka and Svalgaard knowingly violated
IBM’s rights. The fact that a copyright expert of Professor Nimmer’s stature has
concluded that there is nothing wrong in what Stracka and Svalgaard have done shows
that a claim that they willfully violated IBM’s rights is and always has been
insupportable.

When expert opinions are excluded, it is only because they are “unhelpful and
therefore superfluous and a waste of time.” Advisory Committee Notes to Rule 702.
While discovery is not yet complete, an understanding of the facts that have emerged to
date is useful in ar;swering the crucial inquiry on the “usefulness” of expert testimony.

FORMATION AND ROLE OF PENTASAFE

In 1997, Jim Stracka and his colleagues founded a corporation ultimately known
as PentaSafe Securities Inc. (“PentaSafe”). Like thousands of other small start-up
companies in the computer industry, the basic business purpose of PentaSafe was to

create and market computer software. The particular niche that PentaSafe sought to and
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did fill was that created by the fact that computer systems produced by major
manufacturers like IBM, Sun, Compaq and Dell are imperfect — they either have or
develop security “holes,” as illustrated by recent publicized scandals in which major U.S.
corporations have, sometimes through heedless disregard of their customers’ interests,
exposed tens of thousands of consumers to potentially enormous loss by careless
handling of internal computer security. See, e.g., Wall Street Journal Online 4/13/05 —
“Lexis Nexis Reveal Further Breaches of Database”; ‘“Ethical Hacking: The Security
Justification”, Proceedings of the IEEE International Symposium on Technology and
Society (ISTAS), Raleigh, N.C., USA June 2002."

Because of the vital need for its security products and services, PentaSafe was
very successful. Over the years it developed a number of tools to assist computer users in
plugging security problems in computer systems created by major manufacturers like
IBM.

As is readily understandable, there is a potential for conflict between the major
manufacturers and companies like PentaSafe. PentaSafe prospers by helping its
customers find and plug security holes. Manufacturers, on the other hand, often are
content to rely on “security by obscurity,” i..e., they hope that holes will never be
discovered. Over the years, IBM has tried to minimize the disclosure of security issues
by devising methods to keep security companies like PentaSafe under control. These
methods rely on the ruthless use of IBM’s market power to make it difficult for a
company like PentaSafe to market its products if it becomes too effective in finding and

pointing out security flaws, and thereby falls from IBM’s good graces. (IBM002616)

! The authors abstract their article as follows: “Security of computers connected to the Internet is bad and
becoming worse....”
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PENTASAFE’S EMPLOYMENT OF LEIF SVALGAARD IN EARLY 1999

As demonstrated in earlier filings (e.g., Stracka’s Response to IBM’s Motion to
Dismiss), a key fact in this case is the professional standing, reputation, and remarkable
skill of Leif Svalgaard in the computer field. His professional standing was accurately
described in the Non-Prosecution Memo on Behalf of James Stracka (the “Morvillo
Memorandum”), filed in the criminal action against James Stracka. That Memorandum
was previously discussed in detail in Stracka’s Response to IBM’s Motion to Dismiss.
As accurately stated in that Memorandum:

Mr. Svalgaard, a native of Denmark, is one of the most brilliant computer
programmers in the world. He has been involved with computer
programming on a professional level since 1963. Among his various
professional achievements are the following:

1. In 1965, he created the first program in history for automatic plotting
of meteorological synoptic observations.

2. In 1972, he was invited to join the Institute for Plasma Research at
Stanford University with special responsibility for the computing
facilities at the Institute. He stayed as a Senior Research Physicist at
Stanford until 1978.

3. In 1973, he developed the operating system and control software for
the Stanford Solar Observatory.

4. In 1976, he was the Special Representative of the United States to the
Soviet Union under the joint Nixon-Breshnev (sic) agreement on the
Protection of the Environment.

5. In 1979, he joined Lockheed and was Chief Programmer for
development and installation of the largest Telephone Directory
Assistance System in the World — for New York Telephone. In 1982,
he adapted the system to real-time update for subsequent installation at
the Defense Telephone Service in the Pentagon in Washington, D.C.
The system is still in operation today and has never gone down.

6. From 1984-1991, he worked for the SEMA Group, the largest software
company in Europe. There, he was responsible for the development of
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the ETK (Easy TookKit) product. At SEMA, he worked on several
military projects.

7. In 1986, he prepared a proposal for UK-Air, a large scale project for
coordination of the air defense of the United Kingdom. This project
involved writing programs to simulate real-time systems such as disk
controllers and communications networks to evaluate response time
and loading characteristics.

8. From 1992-1993, he was Chief Programmer for the implementation of
a major business application to track engineering parts and assemblies
for an electric utility company (Southwestern Public Service
Company, SPS).

9. From 1994-1998, he was Director of Development at T.O.S.C.
International, Inc., in Houston, Texas. There, he was responsible for
development and maintenance of the ETK Product. ETK is a large (1
million lines of code) application written in Cobol, the most widely
used computer language for business applications..It is an application
generator and generates Cobol code that will run on any platform that
has a Cobol compiler.

10. From 1999-2000, he worked at PentaSafe as Senior Developer.

Mr. Svalgaard is also a well-known space scientist who has written over
50 research papers, some published in prestigious scientific journals such
as Nature and Science.

Mr. Svalgaard was co-developer of the historically important
RC4000 operating system, whose principles underlie almost all modern
operating systems, including the AS/400’s. He is an expert in “MI-
language” (machine interface language), which is used to specify the
architecture of the AS/400, and has given classes in MI for customers and
at COMMON (a major AS/400 trade show and user group meeting) for
many years. He has even assisted IBM and IBM customers in providing
Ml-solutions to performance problems with the AS/400. FAST400 is
written in the Ml-language.

Morvillo Memorandum at 5-6.
Mr. Svalgaard is regularly requested to deliver lectures in his area of scientific
expertise in Japan, the U.S., and other countries. Another highly relevant professional

attainment is that Mr. Svalgaard for many years has served as co-moderator of a select
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group of computer experts who form the “Mid-Range MI400 Group.” This by-invitation-
only group consists of eminent scholars, owners and users with particular interest in the
AS/400 computer as it has evolved over the years. This group communicates regularly by
e-mail, maintains a web site, and most of its members attend an annual meeting called
COMMON to discuss issues relating to the AS/400. Mr. Svalgaard is regularly an
instructor at the COMMON sessions. IBM actively participates in both the Mid-Range
Group and COMMON.

Since his termination at PentaSafe, Mr. Svalgaard also has written a 900+ page e-
book on the subject of the AS/400 computer. Over 200 users have purchased copies of
that book.

In early 1999, Mr. Svalgaard was hired by PentaSafe to study the security features
of the AS/400 and to find any holes that might exist. The aim was to determine if there
were problem areas for which PentaSafe could develop and market software to enhance
AS/400 security and assist PentaSafe’s customers in improving the security of their
systems.

Leif began this work in early 1999, and over the next twelve months he
discovered a host of security flaws in the AS/400. One of the earliest and most significant
discoveries was that the AS/400 method of protecting a customer’s passwords was
inadequate and easily penetrated.

Leif’s discoveries relating to serious holes in the AS/400 security began to emerge
in mid-1999. Leif documented his discoveries in white papers that he prepared starting in

May 1999 and ending in the spring of 2000. He strongly urged that the security issues be
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brought to IBM’s attention, as he stated in a contemporaneously prepared document

(NetlQ 002812):
Ever since I uncovered the very first AS/400 security flaw
during my tenure here at PentaSafe, I have urged that these
flaws be communicated to IBM, our customers, and the
world at large. This has been a constant in my attitude from
the beginning. I think we have an ethical imperative about
being open and honest about this. I'm aware that PentaSafe
management has not always shared that opinion and that
that has created unneeded friction, not only with me, but
also with IBM. Hopefully, that is changing. To quote Jim
Stracka from a recent press release: ‘We hope to educate
users about the security issues and possible exposures.’

When PentaSafe managers in mid-1999 sought a meeting with responsible IBM
managers to discuss Leif’s findings, IBM declined because its managers believed that it
was “a ploy to set Pentasafe up to conduct a press release on how they with IBM had
solved this exposure.” (IBM002535) IBM'’s attitude was reflected in the explanation by
an IBM employee to a superior at the company for why a meeting with PentaSafe had
been declined, to wit: “[T]hey (the staff) did what they thought was their job in trying to
protect your system from bad press.” (IBM002536)

IBM ultimately relented and participated in two meetings — one in mid-1999 and
the other on January 19, 2000, in which Leif was given an opportunity to describe the
multiple holes in AS/400 security which his research had revealed. (IBM 002554)°

Reaction within IBM varied. On the one hand, technically oriented IBM
personnel like Paul Godtland recognized that Leif’s findings were valuable and forced

IBM to deal “now” with “a very serious issue,” and gave IBM the opportunity to create a

much more secure computer system. (IBM 002603) At the upper management level the

? As early as June 1999, IBM realized that Leif’s discoveries revealed that IBM “needed to improve the
strength of our password encryption algorithm...” (IBM002554)
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reaction was quite different. Supposedly responsible high-level security managers at IBM
referred to Leif, a distinguished scholar and scientist who has devoted his life to study,
research, and the advancement of science, as ““a F***”, “a son of a b****” and a “rogue
bit head,” among other things.’

The executives expressing this rage at Leif prevailed. Like Henry II’s statement
to his courtiers that led to the murder of Thomas Becket, a supposedly responsible IBM
executive told Leif Svalgaard’s boss, “remove him from my sight now.” (Net IQ000551)
While the consequences for Leif were not as drastic, PentaSafe terminated his
employment shortly thereafter, even though IBM had been forced to recognize the
validity of many of his findings and to take belated corrective action to try to plug the
security holes he had discovered. (NetlQ 000553, IBM002616)

IBM had succeeded in using its power over PentaSafe’s marketing to cause Leif
to be terminated. (IBM 002616, 002617) In addition, the IBM documents reveal that
IBM punished PentaSafe for a period by using its power to make it difficult for PentaSafe
to market its products. (IBM 002616, 002617) This type of ruthless exercise of corporate
power is precisely the kind of behavior that had earlier inspired the U.S. government to
seek and obtain a decree prohibiting IBM’s anti-competitive practices (ITJungle — 0S400
Edition Vol. 11 No. 11 - 3/18/02).

LACK OF CONTRACT PROHIBITING SVALGAARD OR STRACKA FROM
STUDY., REVERSE ENGINEERING OR DISASSEMBLY OF IBM SOFTWARE

The evidence in this case will show that at no time did either Svalgaard or Stracka
enter into any contract with IBM restricting their right to use their own ingenuity and

skill to examine and study the AS/400 software, to understand its functions and

3 A “bit” in computer terminology is the smallest item of information within a computer.
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underlying ideas, and to invent and market competitive or compatible products. They will
demonstrate that they were never constrained by any contract from studying or
disassembling the AS/400 software which Leif used in his work at PentaSafe or after he
was terminated. This is tacitly admitted by IBM, which has asserted no claim for breach
of contract against either Stracka or Svalgaard.

One of IBM’s most egregious acts is that it either misrepresented or concealed
this fact from the U.S. government. Instead, IBM representatives deliberately led the
U.S. Attorney to believe that Stracka had entered into an agreement not to disassemble or
otherwise reverse engineer the AS/400 software. (] Sc of Criminal Complaint) As the
evidence will show, the contract referred to in the Criminal Complaint concerned
something else entirely, and had nothing to do either with Leif’s work at PentaSafe or
with the subsequent development of Fast400. In. short, it had nothing to do with the
matters asserted in the Criminal Complaint.*

IBM has consistently hidden from the government’s representatives the basic rule
that a copyright holder is only entitled to exploit his monopoly, not to expand it. The
statute exempts fair use of a copyrighted work from claims of infringement, 17 U.S.C.
§ 107, and a copyright owner may not prohibit that conduct by contract, which would
effectively expand the scope of rights granted to the copyright holder. Fair use is always
permitted. Study and analysis of functional concepts and ideas in copyrighted material is

always permitted.

4 In fact, the contracts IBM had with PentaSafe recognized PentaSafe’s right to develop products that
competed with IBM’s products.
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